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Abstract: The emergence of 6G networks heralds an era of unprecedented connectivity, speed, and complexity, paving the 

way for revolutionary advancements such as holographic communications, autonomous systems, and the Internet of 

Everything (IoE). However, with these enhanced capabilities comes a host of critical security challenges, including 

sophisticated cyber threats, privacy vulnerabilities, and the protection of billions of interconnected devices. Artificial 

Intelligence (AI) and Machine Learning (ML) are revolutionizing the security landscape of 6G networks, emerging as 

powerful catalysts for transformation. These technologies enable proactive threat detection, adaptive defense mechanisms, 

and real-time response strategies, fostering a resilient and intelligent security framework. AI-driven models can dynamically 

detect anomalies, autonomously refine protective measures, and facilitate self-optimizing security operations, ensuring a 

robust and future-ready defense system. Meanwhile, ML techniques facilitate predictive analytics, continuous learning, and 

advanced encryption strategies, tailored to the ever-changing threat environment. Furthermore, AI plays a pivotal role in 

securing network slices, IoT ecosystems, and edge infrastructures, offering robust and scalable protection within a highly 

virtualized and decentralized network architecture [1,3] 

 Key innovations such as federated learning, behavioural analytics, and post-quantum cryptography serve as critical enablers 

for enhancing privacy, resilience, and trust in 6G environments. Despite their vast potential, challenges such as model 

robustness, explainability, and seamless integration with legacy systems must be addressed to fully harness the power of AI 

and ML in securing next-generation networks. By providing a comprehensive exploration of AI and ML-driven security 

solutions, this study aims to foster trust, inspire innovation, and lay the foundation for secure and reliable 6G adoption 

worldwide [14,15]. 

Problem Statement:  As 6G networks evolve, they introduce new security challenges due to their complex architecture, 

massive connectivity, and ultra-low latency requirements. Traditional security mechanisms are inadequate to combat advanced 

cyber threats, including AI-powered attacks and vulnerabilities arising from edge computing and decentralized networks. 

Furthermore, the advent of quantum computing threatens existing cryptographic standards, rendering them obsolete and 

exposing 6G networks to unprecedented security risks. Therefore, there is a critical need to leverage AI, ML, and quantum-

resistant security solutions to enhance threat detection, automate response mechanisms, and develop resilient cryptographic 

techniques to secure 6G communications against both classical and quantum cyber threats. 

 

INTRODUCTION 
 

The sixth generation (6G) of wireless communication networks marks a revolutionary leap forward, delivering unprecedented 

data speeds, ultra-low latency, vast device connectivity, and seamless integration of artificial intelligence. These innovations 

will lay the groundwork for transformative applications, from smart cities and autonomous vehicles to holographic 

communications and the Internet of Everything (IoE). Yet, this rapid evolution brings with it a complex and ever-evolving 

threat landscape, necessitating cutting-edge security strategies to safeguard the future of connectivity. Traditional defense 

mechanisms may struggle to keep pace with the vast attack surface of 6G networks, which encompasses cyberattacks on 

virtualized infrastructures, vulnerabilities in IoT ecosystems, and sophisticated privacy breaches. As a result, securing these 

next-generation networks requires a paradigm shift—one that embraces intelligence, adaptability, and automation. Within this 

landscape, Artificial Intelligence (AI) and Machine Learning (ML) serve as foundational pillars in redefining 6G security. 

With their remarkable ability to process vast streams of data in real time, detect anomalies, and anticipate emerging threats, 
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these technologies have become indispensable in safeguarding the resilience and integrity of next-generation networks. By 

leveraging intelligent threat detection, predictive analytics, and autonomous decision-making, AI and ML pave the way for 

proactive and scalable security solutions. From protecting IoT ecosystems and securing network slices to developing post-

quantum cryptographic frameworks, these technologies offer a robust and resilient defense against the evolving challenges of 

6G security. This study delves into the profound impact of AI and ML on safeguarding the future of wireless communication, 

fostering trust, and enabling the seamless adoption of 6G worldwide. 
 

LITERATURE REVIEW 
 

Quantum Threats, Quantum Solutions: ML Approaches to 6G Security" (2023) delves into the shortcomings of traditional 

encryption in the era of 6G networks, shedding light on the escalating vulnerabilities brought about by advances in quantum 

computing. The study underscores the urgent need for encryption algorithms and security protocols resilient to quantum 

threats. It explores the promise of post-quantum cryptography and quantum key distribution (QKD) as groundbreaking 

solutions for ensuring secure data transmission in next-generation networks. 

AI and 6G Security: Opportunities and Challenges" (2021): This research explores the integration of AI in 6G networks, 

focusing on its dual role in enhancing security and presenting new challenges. It provides an overview of AI-enabled security 

solutions, discusses potential attacks on AI/ML systems, and identifies future research directions to ensure robust security in 

AI-driven 6G environments.  

The paper "Quantum for 6G Communication: A Perspective" (2023) offers a comprehensive analysis of the integration of 

quantum technologies into 6G networks, with a particular emphasis on the evolution of quantum communication systems. It 

examines the application of quantum cryptography, specifically Quantum Key Distribution (QKD), as a robust solution for 

securing data transmission, making it virtually immune to interception or unauthorized access by third parties. 

Quantum-Inspired Machine Learning for 6G: Fundamentals, Security, Resource Allocations, Challenges, and Future Research 

Directions" (2022): This study explores the application of quantum-inspired machine learning in 6G networks, highlighting 

the potential of quantum computing to solve computationally complex optimization challenges. It also examines the 

integration of Quantum Key Distribution (QKD) as a means to strengthen communication security. Additionally, the paper 

addresses key challenges in this evolving domain and outlines future research directions to advance the field. 

The 2022 study explores a hierarchical framework for integrating Quantum Key Distribution (QKD) into federated learning 

within 6G networks. It emphasizes adaptive resource allocation and dynamic routing strategies to optimize deployment costs 

while maintaining robust security. By addressing uncertainties such as fluctuating security demands, the research validates 

the efficiency of the proposed model through experimental analysis.  

Generative Adversarial Learning for Intelligent Trust Management in 6G Wireless Networks" (2022) The paper explores a 

trust management approach for 6G wireless networks, leveraging generative adversarial learning. It reviews AI-driven trust 

management strategies and introduces a prospective heterogeneous and intelligent 6G architecture. The study highlights how 

the proposed method enhances both intelligence and security, ensuring reliable and real-time communication. 

The study "Quantum-Secured Space-Air-Ground Integrated Networks: Concept, Framework, and Case Study" (2022) 

introduces the concept of quantum-secured space-air-ground integrated networks (SAGIN) for 6G. It presents a universal 

Quantum Key Distribution (QKD) service provisioning framework designed to ensure secure communication across space, 

air, and ground nodes. Through a detailed case study, the research demonstrates the effectiveness of this framework in dynamic 

and uncertain communication environments, highlighting its potential for enhancing security in next-generation networks.  

The article "6G AI Nets: Harnessing Artificial Intelligence for 6G Network Security – Impacts and Challenges" (2024) 

explores AI's critical role in securing next-generation 6G networks. It examines the dual nature of AI integration, highlighting 

both its transformative potential and the challenges it presents. The study further investigates strategic applications of AI in 

6G security, proposing innovative solutions to enhance network resilience against emerging threats. 
 

Challenges and Open Research Directions 
 

In sixth-generation (6G) communication systems, the hyper-connected Internet of Everything (IoE) enables the extensive 

generation and aggregation of data, bringing forth critical privacy concerns that demand innovative security measures. The 

exploitation of vulnerabilities within the Internet of Things (IoT) by malicious actors can lead to breaches of data privacy, 

location privacy, and identity privacy, ultimately undermining trust in 6G infrastructures. Moreover, the distributed 

architecture of 6G networks, particularly the integration of Multi-Access Edge Computing (MEC), introduces novel attack 

vectors. Given its proximity to end-users and edge devices, MEC is highly vulnerable to physical tampering, man-in-the-

middle attacks, and various other cybersecurity threats. Furthermore, maintaining scalability and computational efficiency in 

resource-constrained environments continues to be a significant challenge. 

Ethical and privacy concerns further emerge in the deployment of artificial intelligence (AI) for security purposes. 

Addressing these challenges is imperative to the development of secure, resilient, and  

reliable 6G networksThe network simulator ns-3 is highly suited for modeling diverse network architectures and 

technologies, making it especially valuable for capturing the complexity of next-generation 6G environments. Its 

modular design enables seamless customization and configuration, facilitating community contributions and broad 

access to various models and protocols. Furthermore, ns-3 supports detailed simulations of both wired and wireless 

networks, enabling the replication of high data rates and low-latency communication, which are fundamental to 

6G applications. The simulator also incorporates built-in tools for monitoring key network performance metrics, 

such as throughput and latency, as well as for analysing simulation results with high precision [16.17]. 
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Section I: AI-Driven Security Model for 6G Networks: Real-Time Threat Detection and 

Mitigation 

Figure 1. AIML based proposed model for 6G wireless network security. 

 
The proposed security model is designed to observe, analyse and counteract cyber threats within the 6G network environment 

in real time. The framework enables secure data transmission using LSTA-based steganography over socket communication. 

Intrusion Detection (IDS) validates traffic integrity at both sender and receiver.AI-based attack prediction identifies potential 

threats in real time. Results, latency, and logs are stored in a central database and presented to the user. 

 

Encryption and Decryption Time versus Payload Size 
 

The analysis of encryption and decryption time versus payload size is essential for evaluating the performance and 

scalability of secure communication systems. As payload size increases, cryptographic processing time also 

increases, affecting latency, throughput, and Quality of Service. Efficient encryption mechanisms minimize time 

overhead while ensuring data security, making this analysis critical for real-time and high-speed networks. [18,19]. 
 

 

Figure 2. Encryption and Decryption Time versus Payload [18,19]. 
 

PSNR drop by Payload Size 
 

The PSNR drop with increasing payload size is a critical metric in 6G wireless networks for evaluating steganographic 

imperceptibility and signal quality. A controlled PSNR reduction indicates efficient data embedding with minimal distortion, 

ensuring reliable ultra-high-speed transmission and low-latency. 
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Figure 3.   PSNR Drop by Payload Size. 

 

The bar analysis illustrates a consistent reduction in PSNR as payload size increases, confirming that higher data embedding 

introduces greater distortion. Nevertheless, PSNR values remain within acceptable limits, indicating that the proposed LSTA 

scheme maintains satisfactory steganographic quality while supporting increased payload capacity for secure communication. 

X-axis: Payload size (KB), Y-axis: PSNR (dB), PSNR decreases with larger payloads but stays acceptable. 

 

Overall integrity verification results 
 

Overall integrity verification results are crucial in 6G systems to ensure data authenticity, reliability, and trustworthiness under 

ultra-high data rate and low-latency conditions. High integrity verification performance confirms robustness against 

transmission errors and cyberattacks while maintaining Quality of Service. This assurance is essential for secure, mission-

critical, and real-time 6G applications. 

Figure 4. Integrity Verification Results. 

 

The integrity verification results show a 100% success rate with zero failures, confirming that the proposed security 

mechanism reliably preserves data integrity during transmission. Chart Pie (100% verified vs failed), Most 

transmission are verified successfully. [5,6]. 

 

Lsta Final Performance Overview 
 

The LSTA final performance overview is important in 6G wireless networks as it provides a comprehensive 

evaluation of security, efficiency, and reliability under ultra-high data rate and low-latency conditions. By 

collectively analyzing metrics such as throughput, latency, integrity, and resource utilization, LSTA validates 

system robustness and scalability. This holistic assessment confirms the suitability of LSTA for secure and high-

performance 6G applications 
    

Figure 5. LSTA FINAL PERFORMANCE. 
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The radar analysis demonstrates that the proposed LSTA achieves high security and integrity, strong visual quality 

preservation, and balanced speed with efficient CPU utilization, confirming its suitability for secure and efficient data 

transmission in 6G networks. Throughput: with larger payloads. (Slower)CPU Usage: gradually with larger payloads. 

(Efficient)Overall LSTA: Strong on Integrity (95), Security (100). System is Secure & Efficient with Acceptable Quality (65). 

 

Performance Outcome 
 

1. LSTA Secure Transmission Performance Report 

2. Integrity Verification: 100.0% 

3. Avg Encryption Time: 418.06 ms 

4. Avg Decryption Time: 325.09 ms 

5. Avg PSNR: 68.02 dB 

6. Avg CPU Usage: 36.60 % 

7. Avg Throughput: 701.26 KB/s 

 

Threat Detection in Deep learning 
 

This framework performs threat detection by first scaling processed network data and learning compact latent 

representations using a CLAE autoencoder. The extracted bottleneck features capture hidden attack patterns and 

are classified using a Random Forest, enabling accurate intrusion prediction. Final performance is validated 

through accuracy, classification reports, and confusion matrix, demonstrating effective detection of malicious 

activities. 

 

Data Set Distribution 
 

Figure 6. Data set Distribution. 

 

The dataset distribution is highly imbalanced, with MITM attacks dominating, followed by DoS, while Normal 

and DDoS samples are underrepresented, justifying the use of robust learning and evaluation metrics for effective 

threat detection. The dataset distribution is highly imbalanced, with MITM attacks dominating, followed by 

DoS, while Normal and DDoS samples are underrepresented, justifying the use of robust learning and evaluation 

metrics for effective threat detection. 
 

Key Rotation Frequency (6G –level System Confidentiality) 

 

Key rotation frequency is a critical parameter for ensuring system confidentiality in 6G wireless networks, where ultra-high 

data rates and long session durations increase exposure to cryptographic attacks. Frequent key rotation limits the impact of  

Key compromise, enhances forward secrecy, and strengthens resistance against advanced persistent threats. This parameter is 

essential for maintaining robust, adaptive, and future-proof security in 6G systems. 

Figure 7. key rotation frequency. 
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The key rotation frequency shows an early-week increase peaking midweek, followed by a steady decline toward the weekend, 

indicating reduced security update activity over time. 

Mon-Wed: Frequency\up-arrow from 4.0 to 4.7 (Peak). Wed-Thu: Sharp drop to 3.0. 

Thu-Sat: Drops to 2.0 and remains constant. Sun, Final drop to 1.0 (Lowest) [14] 

 

Unauthorized Access Attempts (6G Intrusion visibility) 
 

Unauthorized access attempts are a vital intrusion visibility parameter in 6G wireless networks, enabling early detection of 

malicious activities in ultra-dense and highly dynamic environments. Monitoring this metric helps identify attack patterns, 

prevent privilege escalation, and strengthen access control mechanisms. Its analysis is essential for proactive security 

enforcement and maintaining trust in 6G communication systems. 

                                                     

Figure 8.  Unauthorized Access Attempts. 

 
The plot reveals fluctuating unauthorized access attempts with intermittent peaks, indicating episodic security threats rather 

than a consistent attack pattern over time. Detected illegal/blocked 6G access attempts, Anomalous spikes at 7 (P1) and 10 

(P4), Attempts dropped to zero (P2). 

 

Post-Quantum Ready Encryption (6G future Attack) 
 

Post-quantum ready encryption is a vital parameter in 6G wireless networks for safeguarding communication against emerging 

quantum-based attacks. Given the long operational lifespan and high sensitivity of 6G data, adopting quantum-resistant 

cryptographic techniques ensures long-term confidentiality and integrity. This capability is fundamental to establishing 

resilient, future-proof, and secure 6G communication systems. 

Figure 9. Post-Quantum Ready Encryption. 

 
The chart indicates a high PQC adoption rate of 87%, reflecting strong readiness for post-quantum cryptographic security. 

Represents: The percentage of adoption shown in green. 

Unadopted: The remaining portion is 13%. 

 

Encrypted Data Throughput 
 

Encrypted data throughput is a critical parameter in 6G wireless networks as it measures the ability to transmit securely at 

ultra-high data rates without performance degradation. High encrypted throughput indicates efficient cryptographic processing 

with minimal latency overhead. This parameter is essential for ensuring secure, real-time, and bandwidth-intensive 6G 

applications while maintaining Quality of Service. 
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                                                                      Figure 10. Encrypted Data Throughput. 

 

The system achieves high detection accuracy with a low false alarm rate, ensuring reliable and precise threat identification. 

Rapid model convergence demonstrates efficient learning, while minimal latency overhead preserves real-time performance. 

Additionally, strong privacy preservation is maintained by retaining data locally during training, preventing raw data exposure. 

Encrypted Data Throughput is 91%, Nearly all data is encrypted. 

 

Device Trust Attestation success 
 

Device trust attestation success is a vital security parameter in 6G wireless networks for  

verifying the authenticity and integrity of connected devices. High attestation success ensures that only trusted and 

uncompromised devices participate in communication, reducing the risk of insider and spoofing attacks. This parameter is 

essential for maintaining secure access, reliability, and trust in ultra-dense 6G environments. 

Figure 11. Device Trust Attestation success. 

  

The trust attestation success rate remains consistently high across all three weeks, with a slight improvement in Week-2 and 

stable performance in Week-3. This trend demonstrates the reliability and robustness of the trust attestation mechanism, 

indicating its effectiveness in maintaining secure and trustworthy system validation over time. Attestation success = 

secure/trusted device verification. Success Rate is consistently high over 3 weeks. Rate is  

always > 90%. Peak success\sim 95% (Week-2) [10]. 

 

Non-Repudiation Audit-Logs 
 

Non-repudiation audit logs are a critical security parameter in 6G wireless networks for ensuring accountability and 

traceability of communication events. These logs provide verifiable evidence of user and device actions, preventing denial of 

transactions or malicious activities. This capability is essential for regulatory compliance, forensic analysis, and maintaining 

trust in secure 6G systems. 

                                                               Figure 12. Non- Repudiation Audit – Logs. 

 

The audit log distribution is dominated by read operations, followed by a moderate number of write actions, while delete and 

system events occur infrequently. This pattern indicates that the system primarily performs data access activities, with limited 

modification and deletion, reflecting stable operation and controlled system-level interventions. Read' logs dominate at a count 

of 120, Write' (40) and system (20) logs are less frequent. 
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Mean Time Recovery (MTTR)  
 

MTTR in 6G is important because it ensures fast recovery from failures, enabling ultra-reliable, low-latency, and resilient 

communication for mission-critical applications.  

Figure 13. Mean Time Recovery. 
 

LITE-ID – A Lightweight Intrusion Detection System Using Quantized LSTM for Resource-Constrained 6G Environments. 

 

Key Evaluation Parameters 
 

Model Size (MB)  Throughput, CPU Utilization (%), Memory Usage, F1 Score per class (Quantized), Accuracy Vs Latency, 

Power Consumption 

                    

Model Size (MB) 
 

Model Size (MB) is important in 6G because smaller models enable faster inference, lower latency, reduced energy 

consumption, and efficient deployment on edge devices, supporting real-time, AI-driven wireless operations. 

Figure14. Model Size (MB). 
 

The figure illustrates the trade-off between model size and accuracy before and after quantization. The original model 

achieves higher accuracy but requires a significantly larger memory footprint, whereas the quantized model substantially 

reduces model size with only a marginal decrease in accuracy. This demonstrates that quantization is an effective 

optimization technique, enabling efficient storage and deployment while preserving near-original performance, making it 

suitable for resource-constrained and real-time systems. 

Quantized model processes more requests per second. Analysis shows faster inference boosts throughput and scalability 

with implication suited for large scale network and cloud- based services. 
 

Throughput 
 

Throughput is crucial in 6G federated learning because higher data rates enable faster model updates, reduced training time, 

and scalable collaboration across edge devices, supporting real-time, low-latency distributed AI. 
 

Figure 15. Throughput. 

 

The throughput analysis shows a significant improvement after model quantization, with the quantized model processing 

substantially more requests per second than the original model. This increase indicates enhanced computational efficiency 
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and faster inference, achieved by reducing model complexity and memory overhead. The results confirm that quantization not 

only preserves acceptable accuracy but also markedly improves system performance, making the model more suitable for 

high-throughput and latency-sensitive applications. 

 

CPU Utilization (%) 
 

CPU Utilization (%) is important in 6G federated learning because it reflects computational   efficiency at edge devices, 

ensuring low latency, energy efficiency, and stable real-time model training without overloading network nodes. 

     

Figure 40: CPU Utilization (%) 

 

Figure 16. CPU utilization results. 

 

The CPU utilization results demonstrate a notable reduction in resource consumption after model quantization. The original 

model exhibits high CPU usage, whereas the quantized model operates with significantly lower utilization. This reduction 

indicates improved computational efficiency and reduced processing overhead, enabling more effective use of system 

resources. Consequently, quantization enhances scalability and makes the model better suited for deployment in resource-

constrained and real-time environments. 

 

Memory Usage 
 

Memory usage is a key enabler for efficient, secure, and scalable federated learning, making it essential for intelligent and 

future-ready 6G wireless networks.   

Figure17. Memory Usage. 

 

The memory usage comparison highlights a substantial reduction in resource requirements after model quantization. The 

original model consumes significantly higher memory, while the quantized model requires considerably less storage. This 

decrease in memory footprint demonstrates the effectiveness of quantization in compressing model parameters without 

compromising functionality, thereby enabling efficient deployment on memory-constrained platforms and supporting 

scalable, high-performance inference. 

 

F1 Score per class (Quantized) 
 

The F1 score per class provides a balanced measure of precision and recall for each individual class, rather than offering a 

single averaged performance metric. This is essential in 6G systems where traffic types, network events, and security threats 

are highly heterogeneous and often imbalanced. A high overall accuracy may mask poor detection of minority but critical 

classes, such as rare cyber-attacks or ultra-reliable low-latency traffic. Quantization can introduce performance degradation 

that may not be uniform across all classes.  
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Moreover, per-class F1 evaluation supports fairness, reliability, and robustness of AI-driven decision-making in 6G networks. 

It ensures that quantized models deployed on edge devices can meet the stringent requirements of URLLC, network security, 

and intelligent automation, even under constrained computational resources. 

Figure18. F1 Score per class. 
       
The class-wise F1-score analysis of the quantized model demonstrates consistently high and well-balanced performance across 

all traffic categories, including Normal, DoS, DDoS, and MITM attacks. The close proximity of F1-scores indicates that 

quantization does not introduce class bias and preserves the model’s ability to accurately detect both benign and malicious 

activities. This consistency confirms the robustness and reliability of the quantized model for multi-class intrusion detection 

in practical network security environments. 
 

Accuracy Vs Latency 
 

In 6G wireless systems, the accuracy–latency trade-off is crucial because next-generation applications require high decision 

accuracy at ultra-low latency. Optimizing this balance enables reliable real-time intelligence, stringent QoS compliance, and 

safe operation of latency-critical 6G services. 

Figure19. Accuracy Vs Latency. 
 

The accuracy–latency relationship illustrates a clear trade-off between inference speed and model performance. As latency 

increases, accuracy improves progressively, indicating that more computational time enables enhanced feature processing and 

decision accuracy. This trend highlights the need to balance latency constraints with accuracy requirements, particularly for 

real-time and latency-sensitive applications, where an optimal operating point must be selected to achieve efficient and reliable 

system performance. 
 

Power Consumption 
 

Efficient power utilization directly impacts network sustainability, operational cost, and device longevity, particularly for 

battery-constrained user equipment and edge nodes. In 6G systems, where real-time processing and continuous learning are 

required, minimizing power consumption without compromising performance is essential. Therefore, power-efficient 

techniques such as model quantization play a vital role in enabling scalable, green, and intelligent 6G wireless networks. 

Figure 20. Power Consumption. 
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The power consumption comparison reveals a substantial reduction in energy usage after model quantization. The original 

model exhibits significantly higher power demand, whereas the quantized model operates with considerably lower 

consumption. This reduction demonstrates that quantization enhances energy efficiency by lowering computational and 

hardware overhead, making the model more suitable for deployment in energy-constrained, edge, and large-scale network 

environments. 

 

CONCLUSION 
 

AI-enabled security for 6G wireless networks integrates advanced machine learning models to deliver adaptive, 

real-time threat detection with high accuracy and low latency. Performance metrics such as accuracy, precision, 

recall, and latency are critical to ensuring effective classification of diverse network traffic classes, including 

complex threats like Man-in-the-Middle attacks. Federated learning emerges as a superior paradigm over 

centralized learning by enhancing model accuracy and scalability through active client participation while reducing 

privacy risks. Moreover, privacy-preserving techniques like differential privacy further mitigate gradient leakage 

risks, providing robust protection of sensitive data during model training. Overall, these AI-driven approaches, 

optimized for edge deployment, enable scalable energy-efficient, and secure communication necessary to meet the 

stringent demands of 6G wireless networks. 
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